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$whoami
Dr. Martin Schmiedecker:

• former SBA Research
• currently working for Bosch Engineering
• certified expert witness for 68.60 and 68.62
• member and co-founder of the Foundation for AppliedPrivacy
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$whoami

• association based in Vienna
• hosting multiple Tor relays
• 7% exit traffic, globally
• open DoH/DoT resolvers
• https://applied-privacy.net 3/108

https://applied-privacy.net
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Tor
Tor:

• not TOR, no longer “Tor Onion Router”
• worldwide overlay anonymity network
• hides IP adresses
• approx. 5? million users, every day
• de-facto standard for online anonymity

original paper:
• “Tor: The Second-Generation Onion Router”, UsenixSecurity 2004
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Tor
Target audience:

• By now “everyone who uses the internet”
• ... and who doesn’t like to be tracked

Often used by:
• journalists
• law enforcement
• academic research
• IT security
• CAPTCHA enthusiasts :-) 8/108



Tor
Core components:

• Tor client: computer, tablet or smartphone
• Tor relay: forwards data
• Directory Authority: manages Tor network

Core concept:
• data is encrypted in multiple layers
• one per relay on the path
• 3 additional hops to target
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Tor
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Tor
Tor != Onion routing:

• Tor anonymizes TCP connections, everything that speaksSOCKS
• traffic in fixed-size cells, each 512 Byte
• relay bandwidth used for propability for clients to choosespecific relay
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Tor
Tor circuit1

• client chooses Tor path, last hop first
• by default 3 relays used
• each cell encrypted three times = 3 Tor relays = 1 circuit
• multiple TCP connections can share a path
• paths are built on-demand, but also preemptively

1term used interchangeably with Tor path 14/108



Tor
Threat model:

• first relay: has access to real user IP
• last relay (exit relay): certainly sees target IP
• exit might see communication content, if unencrypted
• “A global passive adversary is the most commonlyassumed threat when analyzing theoretical anonymitydesigns.”
• “But like all practical low-latency systems, Tor does not
protect against such a strong adversary. ”
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Tor
Attacker might:

• attack actively and passively
• operate (many) relays
• create, modify, drop or delay traffic
• operate fraction of exit relays
• count packets and time between packets

But this assumptions are idealised:
• many documented attacks use exactly these vectors!
• yet still successful 16/108



Tor
Tor does not:

• no pure P2P, no UDP
• no steganography
• no protection against complex protocols
• no protection against traffic confirmation attacks
• no cover traffic
• no layer 8 protection
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Tor
Cryptography in use:

• public key crypto: each relay has multiple pairs of keys
• elliptic curve on Ed25519, with SHA-256
• Diffie-Hellman key exchange (client-relays)
• TLS between Tor relays, using forward secrecy
• symmetric cryptography with AES in CTR mode
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Tor
Cells:

• two major types of cells
• “control cell”: for the specific relay
• “relay cell”: will be forwarded, user data
• other types: link cell, relay early cell, ...
• all 512 byte in size
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Tor
Control and relay cells:
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Tor
Examples of control cells:

• “create”: for new tor path
• “padding”: for padding and keep-alive
• “destroy”: destroys path

create cell contains first part of DH key exchange, encryptedwith pubkey of relay
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Tor
Examples of relay cells:

• “relay data”: data flow
• “relay begin”: to open a stream
• “relay extend”: to extend the circuit by a hop
• “relay end”: to close a stream cleanly
• “relay teardown”: to close a broken stream
• many more ...
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Tor
Pros:

• no central point of trust (as e.g. in VPN)
• universal
• robust, well-established

Cons:
• additional delay
• threat model still up-to-date?
• traffic is detectable using deep packet inspection (DPI)
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Tor
Software:

• Open Source!
• socks proxy interface
• client needs no administrative privileges
• openly specified & documented

Usage:
• Computer: Tor Browser, Tails VM
• Android: Tor Browser for Android
• iOS: Onion Browser 25/108



Tor
Tails - The Amnesic Incognito Live System:

• live Linux (USB/DVD/SD) based on Debian
• all network connections go through Tor
• leaves no traces on local disks
• MAC spoofing
• RAM and VRAM get wiped on shutdown
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Tor
Software in Tails:

• Tor Browser, OnionShare
• Thunderbird, Pidgin
• preconfigured for crypto (Electrum, GPG, OTR, LUKS,Truecrypt ...)
• LibreOffice, Gimp, ...

Goals and status:
• aims to be fail-safe
• current version is Tails 5.19.1 27/108



Tor
Tor relays/nodes:

• approx. 7500 24/7 world-wide
• approx. 2500 exit relays
• operated by volunteers
• highly configurable (bandwidth, “Exit Policy”, ...)
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Tor
Exit relay families2:

2Source: OrNetStats 29/108

https://nusenu.github.io/OrNetStats


Tor
Exit relay families:
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Tor
Tor directory authorities:

• 9 world-wide
• somehow semi-trusted
• vote on network consensus every hour (majority voting)

31/108



Tor
Exit Policy:

• ORPort, DirPort: open ports, must be reachable
• RelayBandwidthRate: maximum bandwidth
• ExitPolicy: which ports allowed
• e.g. for SSH and HTTPS:
ExitPolicy accept *:22, accept *:443, reject *:*

Running an exit relay in .at can cause you trouble!
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Tor
Bridges:

• approx. 2000 available
• designed to bypass IP-based blockades
• Bridge at the beginning of Tor path
• should be hard to enumerate
• each client knows a handful
• run your own, privately
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Tor
Tor Browser:

• based on Firefox Extended Support Release (ESR)
• many customized Firefox settings
• private mode
• compiled with Tor’s patches
• deterministic builds!!!
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Tor
Pluggable Transports:

• Bridges have been enumerated before
• additional obfuscation on protocol
• currently supported: obfs4, Snowflake (webRTC), meek, ...
• many more proposed: TapDance, basket2, ...
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Tor
Snowflake:
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Tor
Snowflake:
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Tor
Snowflake:
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Tor
Domain Fronting:

• is/was a neat trick to obfuscate traffic
• rerouting happened inside the CDN
• meek pluggable transport
• worked on large content delivery networks
• Amazon, Google, Azure, Cloudflare
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Tor
How did domain fronting work:

• different domains in a single request
• one on DNS layer, e.g. www.legit.com
• one in HTTP header, e.g. www.blocked.com
• see paper Blocking-resistant communication throughdomain fronting
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https://content.sciendo.com/view/journals/popets/2015/2/article-p46.xml
https://content.sciendo.com/view/journals/popets/2015/2/article-p46.xml


Tor
STEM library:

• python controller library for Tor
• connects to local Tor control port
• highly configurable
• used in many research projects, e.g. exitmap
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https://github.com/NullHypothesis/exitmap


Tor
Tor simulators, e.g. Shadow:

• network simulator for Tor
• “Tor in a Box”, runs on single PC
• uses Tor source code
• easier for experiments, compared to running private Tornetwork or Tor on Planetlab
• alternatives: TorPS, ExperimenTor
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Tor
TorPS:

• Tor Path Simulator
• works with published network consensus
• Source here: https://torps.github.io/
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https://torps.github.io/


Tor
Web services:

• Tor2Web: access to Tor hidden services without Tor(*.onion.to)
• Tor Metrics: stats from the Tor network
• TorStatus: old page for stats
• Onionoo: web-based protocol for current Tor information
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Tor
Tor in numbers, Relays 2004-2005:
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Tor
Tor in numbers, bandwidth 2004-2005:
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Tor
Tor relays in the last 12 monhts:
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The Tor Project − https://metrics.torproject.org/ 47/108



Tor
Tor relays in the last 12 monhts:

3
3See blogpost here 48/108

https://blog.torproject.org/tor-network-community-health-update/


Tor
Relay flags in the last 12 months:
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Tor
Bandwidth in the last 12 months:
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Tor
TorFlow
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https://torflow.uncharted.software


Tor
Botnet (ab-)uses Tor4:

Directly connecting users

The Tor Project − https://metrics.torproject.org/
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4See paper here 52/108

https://www-users.cs.umn.edu/~hopper/fc14-botnet.pdf


Tor
Tor metrics and more:

• all the data is available: consensus, IPs, ...
• publicly available
• since the beginning of the network, 2004!
• very interesting for science, courts and more
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Tor
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Tor
Host a Tor relay:

• fix IP and high bandwidth are always needed
• exit relay in .at can cause troubles!
• non-exit relay is without such risks

Host a Tor Bridge:
• not same IP as relay

Run Snowflake in your browser!
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Hidden Onion Services
Tor Onion services:

• allow anonymous server & services
• no geolocation based on IP possible
• two connections through Tor
• only reachable within the Tor network (or tor2web)
• can operate despite firewalls and NAT
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Onion Services
Onion v3:

• switch to Ed25519 & ECC
• 56 characters instead of 16
• e.g. dnlfs2ifuz2s2yf3fc7r–dmsbhm6rw75euj35pac6ap25zgqad.onion
• base32(whole pubkey)
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Onion Services
Previously:

• base32(first 80bit of sha1sum(pubkey))
• 16 chars, 2-7 and a-z
• e.g. http://3g2upl4pq6kufc4m.onion

.onion TLD:
• .onion domain reserved by IETF
• means TLS certificates, Let’s encrypt, ...
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http://3g2upl4pq6kufc4m.onion


Onion Services
How-to:

• setup hidden Service locally
• server chooses Tor relays as introduction points
• server sends service descriptor (incl. pubkey) toHSDirectory
• client has to know .onion address
• client chooses rendezvous point
• rendezvous point sends message over introduction point
• connect-back vom Service (DoS Protection)
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Onion Services
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Onion Services
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Onion Services
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Onion Services

63/108



Onion Services
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Onion Services
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Onion Services
Facebook:

• Facebook https://facebookcorewwwi.onion
• now https://www.facebookwkhpilnemx\

j7asaniu7vnjjbiltxjqhye3mhbshg7kx5tfyd.onion

• 1 million users per day (April 2016), that was 0,1%!!!
• they got the first TLS certificate for .onion TLD!
• not per-se anonymity, but bypass DPI and censorship

Other onions with valid TLS certificate:
• Duck Duck Go, SecureDrop by The Intercept, ...
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Onion Services
Other services:

• Debian packages
• Wikileaks, GlobaLeaks
• DeadDrop, by Aaron Swartz
• SecureDrop, successor of DeadDrop
• NY Times, ProPublica, ProtonMail, ...
• “Dark Web”

About 3% of Tor traffic (4gbit)
67/108



Onion Services
One-click onion services:

• spawns hidden service
• fully automatic
• work out-of-the-box

Examples:
• Ricochet (deprecated!): anonymous chat
• OnionShare: for (large) files
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Onion Services
“Infamous” onion services:

• Silk Road (2013)
• Silk Road 2.0 (2015)
• AlphaBay (2017)
• Freedom Hosting (2013)
• Playpen (2015)
• Childs Play (2017)
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Onion Services
Silkroad:

• Ebay/Amazon for drugs and other legal and illegal goods
• Bitcoin for payment
• anything was possible, except things that can harm others
• e.g. no child porn, weapons, counterfeit money orCC-information
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Onion Services
Silk Road popularity:

• article in Gawker in June 2011 made it really popular
• U.S. Senator Charles Schumer wants it taken down
• reason for first rush on Bitcoin
• got shutdown in 2013, 20 others spawned

71/108



Onion Services
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Onion Services
But how popular, really?

• “Traveling the silk road: a measurement analysis of alarge anonymous online marketplace”
• Nicolas Christin, CMU
• paper at WWW’13
• 6 months of daily crawls
• more then 1 million $ per month (estimated)
• dataset is available5
5https://arima.cylab.cmu.edu/sr/ 73/108

https://arima.cylab.cmu.edu/sr/


Onion Services
Follow-up paper:

• “Measuring the Longitudinal Evolution of the OnlineAnonymous Marketplace Ecosystem”6
• paper at USENIX Security’15
• 16 marketplaces, 2013-2015
• e.g. Silk Road 2.0, Agora, Evolution, Utopia, SheepMarketplace, ...
• Blake Benthall arrested in Nov 2014 as Silk Road 2.0 admin
6View the presentation here 74/108

https://www.usenix.org/conference/usenixsecurity15/technical-sessions/presentation/soska


Onion Services
Silkroad:

• Ross Ulbricht arrested in October 2013
• hidden service website was shut down
• more than 150,000 buyers, 3900 sellers
• FBI seized more than 170k Bitcoins
• sentenced to life in prison without possibility of parole
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Onion Services
Interesting for digital forensics:

• Ulbricht was logged in an admin area as he got arrested7
• server in Island got imaged, twice!

not really clear how the FBI obtained IP address:
• IP leaked over login field resp. CAPTCHA resp. Header?
• not really clear how it worked8
• but numerous times mis-configured9
7See here
8See here
9See here 76/108

http://krebsonsecurity.com/2013/11/no-bail-for-alleged-silk-road-mastermind/
http://www.wired.com/2014/09/fbi-silk-road-hacking-question/
https://www.nikcub.com/posts/analyzing-fbi-explanation-silk-road/


Onion Services
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Onion Services
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Onion Services
Freedom Hosting:

• anonymous webhosting
• webspace without any restrictions
• among others: a lot of child pornography
• Anonymous DDoS “Operation Darknet” in 2011
• shutdown in July 2013
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Onion Services
Freedom Hosting Malware:

• “Down for maintenance”
• shipped exploit from FBI (CVE-2013-1690)
• arbitrary code execution
• targeted Firefox 17 ESR on Windows
• issue was fixed for a month in the most recent version ofFirefox
• “Magneto”: sends MAC and real IP as HTTP request
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Onion Services
“Operation Torpedo”:

• not the first exploit used against hidden services
• at the beginning of 2012 another
• monitored 3 hidden services over 5 months
• identified 25 US-user
• among others a Cybersecurity director of an USgovernment agency
• less impact, thus unnoticed10

10See also this link 81/108

http://www.wired.com/2014/08/operation_torpedo/


Onion Services
AlphaBay & Hansa takedowns:

• Operation Bayonet, joint work of FBI/Europol
• alleged AlphaBay operator was Alexandre Cazes, 26
• killed himself after 1 week in Bangkok prison
• 10,000+ users signed up for Hansa after AlphaBaytakedown
• modified and operated by Dutch police weeks before
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Onion Services
Playpen:

• Operation Pacifier, 2015
• taken over and operated by FBI for 13 days
• 3229 cases created by Europol, 50 in .at11
• creator sentenced to 30 years in prison12
• two admins for 20 years, each

11See also here
12Source here 83/108

https://motherboard.vice.com/en_us/article/ezpavz/fbis-mass-hack-playpen-operation-pacifier-hit-50-computers-in-austria
https://www.fbi.gov/news/stories/playpen-creator-sentenced-to-30-years


Onion Services
Childs Play:

• Operation Artemis, September 2017
• image upload for avatar leaked IP
• Norwegian newspaper found server in Australia
• operated by Task Force Argos, for almost a year!
• full story13

13See also here 84/108

https://www.vg.no/spesial/2017/undercover-darkweb/?lang=en


Onion Services
Ethics, anyone?
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Attacking Tor
Selection of attacks against:

• ... Tor itself
• ... Tor users
• ... hidden services
• active and passive

Reference library: Freehaven Anonbib14

14http://freehaven.net/anonbib/ 86/108

http://freehaven.net/anonbib/


Attacking Tor
Debian weak keys:

• OpenSSL weakness in May 2008
• back then 6 Directory nodes, 3 running Debian
• attack on consensus would have required 4
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Attacking Tor
Heartbleed, CVE-2014-016015:

• browser not affected (libnss)
• Tor client could leak info to Guard Node
• relays and bridges: Onion keys
• hidden service: identity key
• DirAuthority medium key, Orbot, ...
• Directory Authority use offline long-term key

15Source: here 88/108

https://blog.torproject.org/blog/openssl-bug-cve-2014-0160


Attacking Tor
BitTorrent & Tor:

• “One Bad Apple Spoils the Bunch: Exploiting P2PApplications to Trace and Profile Tor Users”
• paper at LEET 2011
• bad idea, and not just because it can overflow networks
• both tracker-only and tracker & content over Tor
• can lead to deanonymization
• can also deanonymize other streams, e.g. HTTPS
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Attacking Tor
zmap andmasscan:

• 10 gbit port scanners, scan IPv4 in few minutes
• Tor used to listen on port 9001 and 443
• zmap could enumerate 86% of all bridges
• countermeasure: random ports with bridgeannouncement
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Attacking Tor
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Attacking Tor
NSA: Tor = King of Anonymity16

• “Still the King of high secure, low latency InternetAnonymity”
• no new attack found in these files
• but: Tor users can be tagged
• some of the files by the NSA on Tor:
http://media.encrypted.cc/files/nsa/

16http://www.theguardian.com/world/2013/oct/04/
nsa-gchq-attack-tor-network-encryption
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http://www.theguardian.com/world/2013/oct/04/nsa-gchq-attack-tor-network-encryption
http://www.theguardian.com/world/2013/oct/04/nsa-gchq-attack-tor-network-encryption


Attacking Tor
One of our papers:

• “Spoiled Onions: Exposing Malicious Tor Exit Relays”
• published at PETS Symposium 2014

Two scanners:
• exitmap: SSL & HTTPS MITM
• HoneyConnector: plaintext credetials in FTP, IMAP
• 6+ months runtime, starting fall 2013
• identified 65 malicious Exit Relays
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Attacking Tor
Problems:

• Exit relay can read or modify traffic
• if in plain: FTP, IMAP, SMTP, DNS
• can also change TLS certificate (MITM)
• again and again a problem in Tor (embassy emailaccounts, ...)
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Attacking Tor
exitmap:

• extremely fast!
• uses 2-hop path
• scan all exit relays in less then 1 minute
• Python & STEM
• identified 40 malicious exit relays
• most of them did HTTPS MITM
• but also SSH MITM, sslstrip, DNS
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Attacking Tor
HoneyConnector:

• uses unique credentials for FTP and IMAP
• conducted more than 54,000 connections
• identified 27 sniffing exit relays
• 255 login attempts, with 128 credentials
• up to 2 months after the connection
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Attacking Tor
Spoiled Onions aftermath:

• notified Tor, relays got BadExit flag
• identified 3 groups of cooperating exit relays
• paper and sources here

Countermeasures:
• Firefox extensions on about:certerror
• compares TLS certificates over another Tor path
• user education, no plaintext protocols
• pinning, HSTS, DANE 97/108

http://www.cs.kau.se/philwint/spoiled_onions


Attacking Tor
Attack on hidden services17:

• announced (but not delivered) presentation at Blackhat2014
• deanonymised users for hidden service (trafficconfirmation attack)
• mixture of relay & relay-early cells
• sybil attack with 115 fast-non-exit relays
• 3,000$ per month, for 6 months

17Source: here 98/108

https://blog.torproject.org/blog/tor-security-advisory-relay-early-traffic-confirmation-attack


Attacking Tor
Tor and the structure of the Internet:

• assumptions in Tor are sometimes simplified
• Internet made of Autonomous Systems (AS) and InternetExchange Points (IXP)
• attackers can control both
• traffic correlation is easy for the first and last relay
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Attacking Tor
Tor circuit constraints:

• do not use two relays in the same “family” of nodes
• do not use two relays in the same /16 network
• and exit bandwidth varies per port
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Attacking Tor
But how easy?

• 80% of users deanonymisable within 6 months18
• 100% of users within 3 months (for large AS)
• 95% of users in 3 months (for IXP)
• two AS: 1 day instead of 3 months
• evaluated against five different usage types (time andport)

18Source: “Users Get Routed: Traffic Correlation on Tor by Realistic Adversaries”, CCS2013 101/108



Attacking Tor
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Attacking Tor (30c3)
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Using Tor
How to count users:

• counting access to network consensus19
• only a few relays collect this information
• extrapolated on the entire Tor network
• not exact, but good estimate
• geolocation using GeoIP

19Details here und here. 104/108

https://gitweb.torproject.org/metrics-web.git/blob/HEAD:/doc/users-q-and-a.txt
https://research.torproject.org/techreports/counting-daily-bridge-users-2012-10-24.pdf


Using Tor
“Shining Light in Dark Places: Understanding the Tor Network”,PETS 2008
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Using Tor
HTTP Usage:

• “Tor HTTP usage and Information Leakage”, IFIP CMS 2010
• analysing HTTP GET requests
• largest group: social networks, file sharing, search engines
• 80% did not use TorButton or Tor Browser
• problematic downloads: .exe, .pdf, .zip, ...
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Using Tor
Using Tor correctly:

• use supported software: Tor Browser, Tails, Qubes
• check signatures!
• use separate device or network exclusively for Tor
• air-gapped machine for critical activities
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Using Tor
Since 2018:

• Cloudflare now runs on Onions20
• new HTTP header, alt-srv
• enabled by default
• no changes required for site operators

20Source: here 108/108

https://blog.cloudflare.com/cloudflare-onion-service/


Questions?
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