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VPNs

First things first: Trust!
• Whatever you use: trust is key
• ”No logging“== pinky-promise
• VPNs doing advertisements now ...
• Remember: they get all your traffic!
• Self-hosting is easy
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VPNs
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VPNs

Why are VPNs important?
• Corporate world loves them
• Every firewall has a VPN client nowadays
• Geoblocking is a thing!
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Geoblocking
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Geoblocking
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Different VPNs

Commercial Providers:
• NordVPN
• ProtonVPN
• Mullvad
• RiseupVPN
• Online ads: <insert VPN provider here>
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Different VPNs
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Different VPNs
Even chrome extensions??
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VPN technologies

Most VPNs today are TLS-based:
• Plenty of software available
• Libraries, server software, everything
• Fast, and used widely
• Devil is in the details (as always)
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Time Flies

Obsolete protocols:
• PPTP
• L2TP
• ?
• cipher suites, e.g. 3DES
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TLS VPN

How its used:
• site-to-site
• user-to-site
• split tunneling, sometimes
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TLS VPN
Examples:
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TLS VPN

OpenVPN:
• second-best open-source option for user-to-site
• rather easy to set up
• never used it myself though
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TLS VPN

VPN endpoints are commonly exploited:
• always online
• hard to patch
• 2020 and later in particular
• CISA releases list of commonly exploited CVEs1

1Source here 18/35

https://www.cisa.gov/uscert/ncas/alerts


TLS VPN
“Two backdoors, and a command injection”2:

2Source Twitter
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https://twitter.com/0xamit/status/1598028919558803456?s=46&t=m9yAvjmycXXh5a6oN2U0Tw


TLS VPN
Examples:
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IPSec

Whats in the box?
• Can provide authentication, and encryption
• Rather complex protocols
• 50+ RFCs
• telco-heavy, and 90ies touch
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IPSec

Protocols in use within IPSec:
• Authentication Header (AH)
• Encapsulating Security Protocol (ESP)
• Security Association (SA): key exchange(s), such as IKEv2
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IPSec

Different modes:
• Transport mode: only payload encrypted/authenticated
• Tunnel mode: everything encrypted/authenticated
• Tunnel mode is packet-in-packet
• Destination is thus encrypted
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Wireguard

Current champion:
• easy, fast, simply better
• part of linux kernel
• numerous implementations: go, rust, C, ...
• Mikrotik and FritzBox (experimental)
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Wireguard

Under the hood:
• X25519 for key exchange
• ChaCha20 for symmetric encryption
• Poly1305 for message authentication codes
• BLAKE2s for cryptographic hash function
• UDP-only
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VPNs

What is missing:
• Apple Private Relay
• Tailscale
• Algo & Streisand?
• mobile use cases, Google Jigsaw
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VPN-ish alternatives



SSH Tunnel

SSH for SOCKS proxy
• not only for remote admin
• -N while connecting, and a port (-D)
• point browser to local port
• use remote IP
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MACsec

802.1AE aka MACsec
• for local networks, layer 2
• AES-GCM-128 with implicit integrity protection
• easy in Linux, routers, and some switches
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Direct Links

Point-to-point links:
• Layer 2, over wifi
• 5 GHz, and 60 GHz
• 1+ Gbs throughput
• Funkfeuer in Vienna
• line-of-sight necessary
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Other things

Trust, but verify:
• private APN: trust the provider
• MPLS: trust the provider
• private 5G networks: trust the provider
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Starlink

Why bother with local ISP(s)?
• works everywhere
• rather cheap
• thousands of satellites in lower-earth orbit
• great talk from Lennert Wouters at Blackhat 2022

31/35



“May you always live in
interesting times”



What’s ahead of us?

Airtags:
• dead-cheap Bluetooth trackers
• every Apple device in range uploads position of them
• cryptographically tied to owners Apple ID
• check out the paper(s) by Seemoo Labs3

• AirGuard from Playstore

3See here 32/35

https://arxiv.org/pdf/2103.02282v1.pdf


What’s ahead of us?

Future funky stuff:
• ODoH, DoQ, DNSSEC? IPv6?

Ecosystems:
• Apple, Cloudflare, AWS, Azure, ...
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What’s ahead of us?

MOAR of everything:
• devices
• connectivity
• complexity
• users & user expectations
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And just like that,
it’s a wrap!



FIN

That’s it:
• it was our pleasure!
• see you at the exam
• no clue yet how 6 ECTS is going to look like
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